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Abstract. Membership Inference Attacks (MIA) enable to empirically
assess the privacy of a machine learning algorithm. In this paper, we pro-
pose TAMIS, a novel MIA against differentially-private synthetic data
generation methods that rely on graphical models. This attack builds
upon MAMA-MIA, a recently-published state-of-the-art method. It low-
ers its computational cost and requires less attacker knowledge. Our at-
tack is the product of a two-fold improvement. First, we recover the
graphical model having generated a synthetic dataset by using solely
that dataset, rather than shadow-modeling over an auxiliary one. This
proves less costly and more performant. Second, we introduce a more
mathematically-grounded attack score, that provides a natural thresh-
old for binary predictions. In our experiments, TAMIS achieves better or
similar performance as MAMA-MIA on replicas of the SNAKE challenge.

Keywords: Synthetic Data Generation · Differential Privacy · Member-
ship Inference Attack · Graphical Models.

1 Introduction

Synthetic Data Generation (SDG) consists in producing artificial samples that
match the specifications and retain distributional properties of actual data from
a given domain. Over the past decade, it has received increased focus as a way to
enable releasing data that can be used to learn statistics or even train machine
learning models without granting access to actual personal data.

However, research has shown that synthetic data is not inherently private.
Indeed, a synthetic dataset or a generative model learned from private records
can leak private information [17]. To mitigate this risk, most state-of-the-art SDG
methods provide differential privacy (DP) guarantees, that are formal properties
of the method offering a provable upper bound on the residual privacy risk [5],
usually at the cost of decreased utility. Most state-of-the-art SDG methods with
DP guarantees rely either on learning a graphical model to approximate the
structure of the data distribution [22, 14, 3], or on training a generative neural
network, typically adversarially [19, 21].

Privacy risks can also be assessed empirically using privacy attacks, which
can be complementary to DP guarantees [4, 6]. Membership Inference Attack
(MIAs) are a type of privacy attack where an attacker having access to a trained
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machine learning model attempts to predict whether certain records were part
of its training data [16]. MIAs have been transposed to SDG by a number of
authors [17, 10, 9, 12, 2], who introduced a variety of attacks and threat models.

The state-of-the-art method for MIA against SDG methods relying on graph-
ical models is MAMA-MIA [8]. It was developed to win the SNAKE challenge [1],
where it achieved great success against the MST [14] and PrivBayes [22] SDG
methods, especially in high-ϵ (that is, low-privacy) settings [7].

In this paper, we introduce TAMIS, a novel attack that achieves better or
similar success as MAMA-MIA, has a lower computational cost and requires less
attacker knowledge. We focus on attacking MST and PrivBayes, using principles
that could be extended to other graphical-model-based methods. This new attack
is the product of a two-fold improvement over MAMA-MIA. On the one hand,
we propose to recover the structure of the graphical model having generated
a synthetic dataset by using solely that dataset, rather than shadow-modeling.
This proves less costly and more performant, especially against MST, for which
we remove the need for the attacker to know any hyper-parameter used for
generation. On the other hand, we introduce a more mathematically-grounded
attack score, that achieves similar or better performance as the MAMA-MIA one
in experiments over replicas of the SNAKE challenge. It notably achieves high
accuracy without requiring the attacker to know the true proportion of training
points in the attacked set.

In Section 2 we provide more detailed background on SDG and MIAs. Then,
we define the setting for our contributions in Section 3, and come to present
them in Section 4. Experiments are reported in Sections 5 and 6.

2 Background

2.1 Synthetic Data Generation

The aim of SDG is to produce a dataset of synthetic records Dsynth that follow
a similar distribution as observed private records in a training dataset Dtrain. In
the remainder of this paper, we note PX the underlying distribution of Dtrain.

Numerous SDG methods have been proposed in the literature. In this work,
we focus on those based on graphical models as parametric estimators of PX ,
that approximated its dependency structure [14, 22, 3].

Among other methods, we can mention those using generative neural net-
works as non-parametric estimators of PX [20, 19, 21]. While less interpretable [11],
these methods cover a wider variety of data types, including time series [13] or
multi-relational data [15].

Mechanisms have been introduced in SDG methods in order to provide DP
guarantees on the training data. DP was introduced by Dwork & Roth [5], as
a way to formalize and quantify the privacy of an algorithm with respect to
its input data. Given ϵ > 0 and δ ∈]0, 1[, an algorithm A : D → O is deemed
(ϵ, δ)-differentially private if, and only if, for any pair of adjacent datasets D,D′

(that is, datasets that differ by a single record) and for any S ⊆ O, P(A(D) ∈
S) ≤ eϵP(A(D′) ∈ S) + δ.
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An important property of DP is the post-processing theorem. For SDG, it
means that the synthetic data inherit DP guarantees of their generative model.

2.2 Membership Inference Attacks

MIAs were first defined by Shokri et al. [16]. In a classical MIA, the attacker
has access to a trained model, and attempts to predict whether certain records
were part of its training dataset. In the context of SDG, the attacker instead
has access to a synthetic dataset Dsynth, knows some actual records Dtarget and
tries to assess which of these were part of Dtrain from which Dsynth was derived.

A variety of MIAs on SDG have been proposed in the literature [17, 10, 9, 12,
2], that cover distinct threat models. These were notably reviewed by Houssiau
et al. [12], that distinguish three main settings: in the white-box one, the attacker
has full access to the trained generative model; in the black-box one, they have
accurate knowledge of the SDG method; in the no-box one, they only have access
to a given Dsynth. Finer-grained variants of the black-box setting exist, notably
as to the whether the attacker knows the hyper-parameters of the SDG method.

Another common hypothesis is for the attacker to have access to an auxiliary
dataset Daux that follows the same underlying distribution as Dtrain. With this,
an attacker can notably perform shadow modeling, that is run the SDG method
on controlled inputs, resulting in labeled replicas of the MIA setting [17].

DOMIAS [2] is a generic framework to conduct MIAs on synthetic data,
applicable to either black-box or no-box settings but requiring access to auxiliary
data. DOMIAS aims to identify Dtrain samples that have been over-fitted by
the SDG, resulting in Dsynth concentrating more density around these samples
than a perfect estimate of PX would have. Note that DP bounds and noises the
contribution of samples, hence offering protection against over-fitting and MIAs.

Attack scores are defined as the ratio of density functions estimated on either
Dsynth or Daux, which we note P̂Dsynth

X and P̂Daux
X :

ΛDOMIAS(x) =
P̂Dsynth
X (x)

P̂Daux
X (x)

(1)

This ratio is highest for samples that fit Dsynth more than Daux, denoting possible
over-fitting. Any density estimator may be plugged into this equation.

MAMA-MIA [8] is explicitly inspired by DOMIAS, but requires black-box
knowledge of the SDG method and of all its hyper-parameters. It replaces density
estimators with statistics on Dtrain and Dsynth that are likely to have been se-
lected by the SDG method, hence computed on Dtrain and perpetuated in Dsynth.
In other words, attack scores are made to focus on distributional features of PX

that were explicitly modeled by the SDG method.
To identify statistics on which to focus, MAMA-MIA uses shadow modeling

of the SDG method on Daux, meaning it replicates the SDG method up to the
statistics selection step on random subsets of Daux that match the size of Dtrain.



4 P. Andrey et al.

3 Setting

In this paper, we consider MIAs against SDG methods that rely on graphical
models. Our threat model is to assume access to a synthetic dataset Dsynth and
to an auxiliary dataset Daux ∼ PX , as well as black-box knowledge of the nature
of the SDG method, and when specified of its hyper-parameters.

We consider data with categorical attributes, hence a multivariate random
variable X = (X1, . . . , Xd) where ∀i ∈ {1, . . . , d}, Xi ∈ Xi := {1, . . . , ni} with
ni ∈ N∗. We note individual records in lower case: x = (x1, . . . , xd). Support
for continuous variables can be achieved using quantization in pre- and post-
processing [22, 8], which we leave out without loss of generality.

A graphical model over X is a family of probability distributions that can be
represented as a graph G = (V,E), with nodes V = {1, . . . , d} and edges E that
define the structure of conditional dependencies between attributes of X [18].
Given G, a specific distribution is obtained by defining some statistics, based on
which its joint density can be factorized.

The SDG methods we consider select a graphical model over X that ap-
proximates the structure of PX , estimate associated statistics over Dtrain, and
generate Dsynth as iid samples from the resulting distribution. To achieve DP,
randomness is added to both the graph selection and statistics estimation steps.
Figure 1 summarizes this generic approach.

Fig. 1. Flowchart of Synthetic Data Generation using a graphical model

Dtrain graph G

distribution P̂Dtrain
G

Dsynth

select (with DP)

compute
(noisy) statistics

sample

3.1 MST

MST [14] is a SDG method that relies on a tree graphical model. A tree is a
connected undirected graph with a constant number of edges |E| = |V | − 1. In
such a graph, for any node i, we note N(i) := {j ∈ V |(i, j) ∈ E} its neighbors.

The joint density of a tree graphical model is factorized based on the 1-way
marginals over its nodes and 2-way marginals over its edges, as

P̂D
G(x) =

∏
i∈V

µD
i (x)

1−|N(i)|
∏

(i,j)∈E

µD
ij(x) (2)

where µD
i (x) = P̂D(Xi = xi) :=

1
|D|
∑

x̃∈D 1{x̃i = xi}
and µD

ij(x) = P̂D(Xi = xi, Xj = xj) :=
1

|D|
∑

x̃∈D 1{x̃i = xi, x̃j = xj}.
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Graph selection in MST To select a tree graph from Dtrain, MST uses a
differentially-private maximum-spanning tree algorithm. It assigns a score sij =∑

li,lj∈Xi×Xj
|P̂Dtrain(Xi = li, Xj = lj)− P̂Dtrain(Xi = li)P̂Dtrain(Xj = lj)| to each

and every possible edge, with random noise added to 1-way marginals. Then, at
each of |V | − 1 steps, an edge is randomly selected among valid candidates with
probabilities proportional to sij scores.

3.2 PrivBayes

PrivBayes [22] is a SDG method that relies on a bayesian network. A bayesian
network is a directed acyclic graph. In such a graph, for any node i, we note
Πi := {j ∈ V |(j, i) ∈ E} its parent set, that is the set of nodes with an edge
towards i. We note xΠi

the vector of coordinates of x in Πi.
The joint density of a bayesian network is factorized based on the conditionals

of nodes with respect to their parent set, as

P̂D
G(x) =

∏
i∈V

µD
i,Πi

(x) (3)

where µD
i,Πi

(x) = P̂D(Xi = xi|XΠi
= xΠi

) := 1
|D|
∑

x̃∈D 1{x̃i = xi, x̃Πi
= xΠi

}.

Graph selection in PrivBayes To select a bayesian network from Dtrain,
PrivBayes uses a differentially-private greedy algorithm. At each of |V | steps, a
(node, parent set) tuple is randomly selected among valid candidates with prob-
abilities proportional to scores si,Πi = 1

2

∑
li,πi∈Xi×XΠi

|P̂Dtrain(Xi = li|Πi =

πi) − P̂Dtrain(Xi = li)P̂Dtrain(Πi = πi)|. Nodes and their parent set are con-
strained to have a total domain size below a threshold that is proportional to
the privacy budget ϵ and to a hyper-parameter θ, introducing a trade-off between
structure-induced approximation errors and DP-induced estimation errors.

Fig. 2. Flowchart of the TAMIS attack
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4 TAMIS: Tailored MIA on Synthetic data

In this paper, we introduce TAilored Membership Inference attacks on Synthetic
data (TAMIS), that are MIAs against SDG methods that rely on graphical
models. Our attack scores are based on the likelihood ratio approach of DOMIAS
and MAMA-MIA. The novelty of our approach is to learn the structure of a
graphical model matching the SDG method directly from Dsynth, and to use the
factorized joint density of that model as a density estimator in attack scores.
Figure 2 summarizes the TAMIS attack procedure as a flowchart.

By proposing an alternative to shadow modeling, we are able to lower the
computational cost of the attack compared with MAMA-MIA. For MST, we are
also able to remove the requirement for the attacker to know hyper-parameters.
Furthermore, by recovering a graph rather than a set of weights that cover a
broader set of edge choices, we are able to resort to a ratio of likelihoods as
attack score, which is distinct in nature from the MAMA-MIA attack scores, as
detailed below in this section. Table 1 summarizes the key differences between
the two attacks.

Table 1. Differences in hypotheses, costs and nature of TAMIS and MAMA-MIA

MAMA-MIA TAMIS
MST PrivBayes MST PrivBayes

Graph
Recovery

H: Known SDG params yes yes no yes
H: Known |Dtrain| yes yes no no
H: Access to Daux yes yes no no
C: Cost relative to SDG K = 50 K = 50 ≤ 1 1
N: Nature of the output weights W graph G

Attack
Scores

H: Access to Daux yes yes yes yes
N: Nature of the score sum of statistics ratios ratio of densities

4.1 Graphical model recovery from the Synthetic Dataset

The first step of our attack consists in selecting a graphical model that matches
that learned by the SDG method. Ideally, we would like to recover the exact
structure that was used for generating Dsynth, in order to tailor attack scores to
features of PX that were actually (albeit noisily) measured on Dtrain.

To do so, we introduce SDG-method-specific algorithms that take Dsynth as
input, as opposed to the shadow-modeling approach of MAMA-MIA that is run
on Daux. This decreases computational costs and avoids requiring access to Daux.
We also believe this approach to be more rational. Indeed, shadow modeling on
Daux is bound to provide relatively generic information about the likely structure
of the generative model. On the opposite, that structure is bound to be reflected
in Dsynth, hence easier to identify from it. This point is especially important in
DP regimes that introduce a lot of randomness to the SDG graph selection step.
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Graph recovery for MST To recover the tree underlying Dsynth generated
by MST, we introduce a modified version of the graph selection step from MST,
that is deprived of DP mechanisms. It consists in measuring all 1- and 2-way
marginals of Dsynth, assigning the same edge-wise score as the MST selection
algorithm does but without noise, and finally using a maximum spanning tree
algorithm to find the tree with the highest possible sum of edge scores.

This algorithm is deterministic, involves slightly less computations than a
single shadow modeling run of the MST graph selection step, and does not
require any attacker knowledge. As such, it could be applied to any Dsynth.

Graph recovery for PrivBayes To recover the bayesian network underlying
Dsynth generated by PrivBayes, we simply apply the model-selection step of
PrivBayes on Dsynth. This amounts to a single shadow modeling run, which is
less costly than the numerous ones run by MAMA-MIA (50 by default) but
requires the same attacker knowledge of the PrivBayes hyper-parameters, due
to the selection step adjusting the size of considered parent sets in the graph
based on these. It is also non-deterministic due to the DP mechanisms.

4.2 Likelihood-based Attack Scores

The second step of our attack consists in defining attack scores. To do so, we use
the graphical model resulting from the first step to estimate the respective joint
densities of Dsynth and Daux, which requires computing some statistics over both
datasets. We then plug these densities into the DOMIAS framework, meaning
we use their ratio as attack scores.

Our scores are thus obtained by plugging the joint density formulas of graphi-
cal models into the generic DOMIAS equation (1), that are equation (2) for MST
and (3) for PrivBayes. The resulting formulas are:

ΛTAMIS-MST(x;G) =
∏
i∈V

(
µ
Dsynth
i (x)

µDaux
i (x)

)1−|N(i)| ∏
(i,j)∈E

µ
Dsynth
ij (x)

µDaux
ij (x)

(4)

ΛTAMIS-PB(x;G) =
∏
i∈V

µ
Dsynth
i,Πi

(x)

µDaux
i,Πi

(x)
(5)

TAMIS can therefore be thought of as an instantiation of the DOMIAS frame-
work that uses a graphical model as density estimator, and picks that graphical
model to mirror the one that was used in generating the synthetic data. This
follows the same intuition as MAMA-MIA, but enacts it in a different way.

Comparison with MAMA-MIA In MAMA-MIA, the use of shadow model-
ing results in weights associated with possible edge (for MST) or (node, parent
set) (for PrivBayes) choices, rather than in a valid graphical model. After K
shadow runs, these weights are defined as ∀i ∈ {1, . . . , d−1},∀j ∈ {i+1, . . . , d},



8 P. Andrey et al.

wij =
∑K

k=1 1{(i, j) ∈ E(k)} for MST, where E(k) is the set of edges selected in
the k-th shadow run. For PrivBayes, they are defined as ∀i ∈ V,∀Πi ⊂ V \ {i},
wi,Πi

=
∑K

k=1 1{∀j ∈ Πi, (j, i) ∈ E(k)}. We note W a collection of such weights.
From there, the raw attack scores are defined as 1

ΛMAMAMIA-MST(x;W ) =
1∑

w∈W w

∑
wij∈W

wij

µ
Dsynth
ij (x)

µDaux
ij (x)

(6)

ΛMAMAMIA-PB(x;W ) =
1∑

w∈W w

∑
wi,Πi

∈W

wi,Πi

µ
Dsynth
i,Πi

(x)

µDaux
i,Πi

(x)
(7)

We remark that these scores correspond to a weighted average of DOMIAS-
like scores attached to specific terms characterizing the density, whereas TAMIS
uses a DOMIAS-like score over the entire joint density.

We also note that when attacking MST, MAMA-MIA leaves apart informa-
tion from 1-way marginals, without justification. This omission is probably due
to the fact that 1-way marginals are always part of the graph, regardless of
selected edges.

Hybrid scores We introduce hybrids of our graph-recovery approach with
the formulas of MAMA-MIA scores. This is useful to make more visible the
difference between our scores and the MAMA-MIA ones, and to disambiguate
experimentally the impact of the two folds of our contribution. These scores come
from replacing weights resulting from shadow modeling with uniform weights
that reflect the graph structure G learned from Dsynth in Equations (6) and (7).

ΛHybrid-MST(x;G) =
1

|E|
∑

(i,j)∈E

µ
Dsynth
ij (x)

µDaux
ij (x)

(8)

ΛHybrid-PB(x;G) =
1

|V |
∑
i∈V

µ
Dsynth
i,Πi

(x)

µDaux
i,Πi

(x)
(9)

5 Experiments

To assess the soundness and performance of our attacks, we conduct experiments
that replicate the SNAKE challenge [1].

We make our source code, data and random seeds available, enabling to fully
reproduce our experiments and results with minimal effort. They may be found
online2, together with dedicated documentation on implementation details.
1 We note that the division of scores by

∑
w∈W w, amenable to normalizing weights,

is an addition to the original MAMA-MIA formulas. We adopted it to avoid K im-
pacting the magnitude of raw scores. This improved predictions in our experiments.

2 https://gitlab.inria.fr/magnet/thesepaulandrey/tamis
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Due to paper length constraints, this version only details main experimental
results. Throughout this section, we make multiple references to appendices that
are part of a fuller version of the paper, a pre-print of which is available on arXiv3.

5.1 Dataset

We used the publicly-available base dataset from the SNAKE challenge, that
was derived from US socio-demographic data published by the Economic Policy
Institute. It consists of about 201k samples with 15 variables, 12 of which are
categorical (with 2 to 51 possible labels each) and 3 of which have integer values
but can be treated as categorical nonetheless (age, number of children and mean
weekly number of worked hours). Additionally, individual samples each belong
to a given household, each of which groups 1 to 10 individuals.

We applied the same kind of preparation as was done in SNAKE. We take
the base dataset as Daux, that is made available to the attacker. We randomly
pick 100 households out of the 812 ones that group at least 5 individuals, and
designate their records as composing Dtarget. Then, all individuals within half of
Dtarget households are made part of Dtrain, and Dtrain is completed with random
individuals from Daux \ Dtarget until |Dtrain| = 10000.

We generated 50 distinct replicas of the SNAKE (Dtrain,Dtarget) generation.
We then ran both MST and PrivBayes on each and every replica with various
privacy budgets. For each setting, we generated |Dsynth| = |Dtrain| = 10000 syn-
thetic samples, and recorded the structure of the graphical model that generated
them. We considered ϵ ∈ [0.1, 1, 10, 100, 1000]. For MST, we always set δ = 10−9.
For PrivBayes, the DP mechanisms always achieve δ = 0. For each value of ϵ,
we also ran shadow modeling of the graphical model selection step of MST and
PrivBayes on 50 random subsets of Daux, as was done in the MAMA-MIA paper.

MIA evaluation settings We evaluate attacks on three distinct settings. The
first is Dind

aux, where we attack each and every Daux sample, to assess the average-
case MIA risk.

The second is Dhouse
target, where we conduct set membership inference on house-

holds of Dtarget. This task is balanced by construction and matches original
evaluation setting of SNAKE. The raw score for a household is taken to be
the average of raw scores for samples in that household. These households are
expected to be easier to attack than any Daux sample. Indeed, there is some
correlation among samples in a household, hence when they are jointly included
in Dtrain they add weight to a given density region, which can cause the SDG to
over-fit that region.

The third is Dind
target, where we attack Dtarget samples. These are expected to

be somewhat easier targets than average samples for the reasons exposed before.

3 https://arxiv.org/abs/2504.00758
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5.2 Attack methods

Against MST we compared three main attacks. First, our TAMIS-MST at-
tack (4), using a tree graph learned from Dsynth. Second, the MAMA-MIA attack
targeted at MST (6), using weights resulting from shadow modeling over Daux.
Finally, the Hybrid-MST attack (8), that uses MAMA-MIA-like scores over the
same tree graph as TAMIS-MST. Some additional baselines were considered to
complement our comparison of scores variants, that are reported in Appendix B.

Against PrivBayes we compared three main attacks. First, our TAMIS-PB
attack (5), using a bayesian network learned from Dsynth. Second, the MAMA-
MIA attack targeted at PrivBayes (7), using weights resulting from shadow
modeling over Daux. Finally, the Hybrid-PB attack (9), that uses MAMA-MIA-
like scores over the same bayesian network as TAMIS-PB.

In addition, we introduced TAMIS-PB* and Hybrid-PB*, that use the same
attack scores as TAMIS-PB and Hybrid-PB respectively, but benefit from access
to the bayesian network that was truly selected by PrivBayes to generate Dsynth.
This falls outside of our threat model, but is useful to assess the extent to which
recovering that graph can improve the success of MIAs.

5.3 Evaluation

Graph Recovery We systematically compare the graphical model selected by
the SDG methods to generate Dsynth with that inferred from Dsynth as part of
our attack. We compute the accuracy of choices between the true and estimated
graphs, comparing edges for MST and (node, parent set) tuples for PrivBayes.

We also compare the edges or (node, parent set) tuples that are selected at
least once across shadow modeling runs, hence included in MAMA-MIA scores,
with true graphs. We compute precision, recall and jaccard index over both sets
and report their mean, standard deviation and median across replicas.

Membership Inference Metrics To assess the success of MIAs, we report two
metrics: the Area Under the Receiver-Operator Curve (AUROC) of attack scores,
and the balanced accuracy of the resulting binary membership predictions. The
AUROC is invariant to the activation of raw attack scores, and enables compar-
ison with experimental results from the MAMA-MIA paper [8]. The balanced
accuracy is defined as 0.5∗ (P(Ŷ=1|Y=1)

P(Y=1) + P(Ŷ=0|Y=0)
P(Y=0) ), where Y = 1{x ∈ Dtrain}

is the true membership label, and Ŷ is a binary prediction resulting from a raw
attack score. Mapping a raw attack score Λ(x) into such a binary decision re-
quires a monotonous activation function f that outputs predicted probabilities
in [0, 1], and a threshold t so that Ŷ = 1{f(Λ(x)) ≥ t}.

In practice, we consider two distinct activation and thresholding regimes. In
the simple activation regime, we use a default threshold t = 0.5, together with
a classic activation function that is applied independently to each score. We
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choose the sigmoid function, corrected to account for raw scores being in R+:
f(x) = 2 ∗ Sigmoid(x) − 1, where Sigmoid(x) = (1 + e−x)−1. In the calibrated
activation regime, we adopt the approach introduced with MAMA-MIA, that was
used to win the SNAKE challenge [7]. We make the additional strong hypothesis
that the attacker knows P(Y = 1) for the samples under attack, and adjusts
the activation of these targets so that P(Ŷ = 1) = P(Y = 1). First, raw attack
scores are standardized into z-scores (that is, centered around their mean then
divided by their standard deviation), to avoid numerical under- and over-flow
issues. Then, z-scores are centered around their 1 − P(Y = 1) quantile, so that
only a fraction P(Y = 1) are above 0. Finally, these scores are passed through
the sigmoid function, and mapped into decisions using t = 0.5.

6 Results

6.1 Attacks against MST

Graph recovery Our method accurately recovered the generating tree in all
settings, achieving a perfect match in edges selection for all replicas and ϵ value.
In comparison, as detailed in Appendix A, shadow modeling missed a rarely-
selected edge, and selected an increasing number of edges as ϵ lowered due to
DP, thus resulting in more un-tailored terms in MAMA-MIA attack scores.

Membership Inference Metrics of MST-targeted attacks on Dind
aux and Dhouse

target
are reported in Table 2, excluding high-privacy regimes ϵ ∈ [0.1, 1] for which no
attack achieves significative success due to the strong DP guarantees4. Reported
values are the average and standard deviation of metrics across our 50 repli-
cas. We highlight the highest mean value per setting between attacks in bold.
Exhaustive results are placed in Appendix B.

Results show that both of our contributions improve attack success. First,
Hybrid-MST achieves better results than MAMAMIA-MST, meaning that re-
placing shadow modeling weights with the tree graph recovered from Dsynth im-
proves MAMA-MIA-like attack scores. Next, TAMIS-MST achieves even better
success in nearly all settings, meaning that the ratio of graphical model densities
constitutes a better attack score than the average of 2-way marginals ratios.

We remark that against Dind
aux, TAMIS-MST and Hybrid-MST success metrics

have a markedly lower standard deviation than MAMAMIA-MST. We hypothe-
size that this is due to shadow modeling weights causing MAMAMIA-MST scores
to include terms that variably match the actual generative graph of Dsynth, and
to exclude information on a relevant edge for some replicas. This validates the
rationale of both TAMIS and MAMA-MIA to focus on aspects of the distribution
that were actively modeled during SDG.

Comparing balanced accuracy across activation regimes, we observe on Dhouse
target

that TAMIS-MST, which is more accurate than others in both settings, receives
4 The fact that attacks fail for lower ϵ values is expected given the theoretical guar-

antees. It is worth noting that these privacy guarantees come at a high utilty cost.
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Table 2. Main attack results against MST

AUROC
ϵ=1000 ϵ=100 ϵ=10

Dind
aux

TAMIS-MST 66.25 (± 0.4) 65.53 (± 0.4) 59.25 (± 0.4)
MAMAMIA-MST 64.60 (± 1.0) 64.13 (± 1.0) 59.05 (± 0.6)
Hybrid-MST 65.46 (± 0.3) 64.97 (± 0.3) 59.59 (± 0.3)

Dhouse
target

TAMIS-MST 77.76 (± 4.8) 77.44 (± 3.6) 69.87 (± 5.0)
MAMAMIA-MST 74.74 (± 5.4) 74.62 (± 4.5) 68.51 (± 5.4)
Hybrid-MST 75.97 (± 4.6) 75.57 (± 4.3) 69.02 (± 5.5)

Balanced Accuracy (Simple)
ϵ=1000 ϵ=100 ϵ=10

Dind
aux

TAMIS-MST 60.84 (± 0.3) 60.39 (± 0.3) 55.66 (± 0.3)
MAMAMIA-MST 56.66 (± 0.7) 56.44 (± 0.7) 54.40 (± 0.4)
Hybrid-MST 57.27 (± 0.4) 57.06 (± 0.3) 54.74 (± 0.3)

Dhouse
target

TAMIS-MST 69.86 (± 4.7) 69.52 (± 4.0) 64.26 (± 4.6)
MAMAMIA-MST 61.06 (± 4.2) 60.66 (± 3.4) 58.16 (± 3.3)
Hybrid-MST 61.76 (± 3.6) 61.88 (± 3.7) 58.08 (± 3.3)

Balanced Accuracy (Calibrated)
ϵ=1000 ϵ=100 ϵ=10

Dind
aux

TAMIS-MST 55.02 (± 0.2) 54.75 (± 0.2) 52.63 (± 0.2)
MAMAMIA-MST 54.38 (± 0.6) 54.15 (± 0.6) 52.50 (± 0.4)
Hybrid-MST 54.76 (± 0.2) 54.54 (± 0.2) 52.69 (± 0.1)

Dhouse
target

TAMIS-MST 70.24 (± 5.2) 69.88 (± 3.4) 64.26 (± 4.7)
MAMAMIA-MST 67.74 (± 4.8) 67.24 (± 4.8) 63.32 (± 5.1)
Hybrid-MST 68.32 (± 4.8) 68.06 (± 4.2) 63.56 (± 5.4)

less improvement from calibration. Hence TAMIS-MST attack scores appear
to be naturally suitable for sigmoid activation with a basic threshold. Oppo-
sitely, MAMA-MIA-like scores appear to rely on calibration, hence on an addi-
tional piece of attacker knowledge, to be turned into accurate predictions against
Dhouse

target. We also observe that calibration on the unbalanced Dind
aux results in a de-

crease in balanced accuracy for all attack scores. This hints that the calibration
proposed by MAMA-MIA authors may be over-fitted to the balanced Dhouse

target
setting, that was the target of the SNAKE competition.

6.2 Attacks against PrivBayes

Graph recovery Our method almost never perfectly recovered the generating
bayesian network from Dsynth. As detailed in Appendix A, for higher ϵ val-
ues, about half (node, parentset) choices match, while mismatches arise from
marginal differences in including this or that edge, which can have a strong im-
pact on the modeled density. In comparison, shadow modeling achieves above
90 % recall, but less than 25 % precision for ϵ ≥ 1, meaning MAMA-MIA attack
scores contain most conditionals attached to the generative density of Dsynth,
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Table 3. Main attack results against PrivBayes

AUROC
ϵ=1000 ϵ=100 ϵ=10

Dind
aux

TAMIS-PB 64.65 (± 2.1) 62.65 (± 1.3) 53.99 (± 0.3)
MAMAMIA-PB 79.34 (± 1.5) 64.36 (± 1.1) 54.47 (± 0.3)
Hybrid-PB 79.33 (± 2.7) 64.48 (± 1.7) 54.42 (± 0.4)
TAMIS-PB* 66.72 (± 0.8) 64.61 (± 0.4) 54.16 (± 0.3)
Hybrid-PB* 83.01 (± 0.9) 67.06 (± 0.3) 54.72 (± 0.2)

Dhouse
target

TAMIS-PB 82.74 (± 5.6) 76.85 (± 5.2) 62.00 (± 5.4)
MAMAMIA-PB 92.16 (± 2.6) 78.06 (± 5.5) 61.53 (± 4.7)
Hybrid-PB 91.87 (± 3.0) 78.37 (± 5.6) 61.49 (± 5.5)
TAMIS-PB* 85.75 (± 4.2) 80.47 (± 4.8) 62.64 (± 4.7)
Hybrid-PB* 94.32 (± 2.6) 81.98 (± 4.8) 62.23 (± 4.9)

Balanced Accuracy (Simple)
ϵ=1000 ϵ=100 ϵ=10

Dind
aux

TAMIS-PB 61.67 (± 1.8) 58.53 (± 1.1) 52.48 (± 0.3)
MAMAMIA-PB 69.97 (± 1.4) 55.49 (± 0.6) 50.81 (± 0.1)
Hybrid-PB 70.75 (± 2.4) 56.21 (± 0.9) 50.85 (± 0.1)
TAMIS-PB* 63.38 (± 0.7) 60.18 (± 0.3) 52.68 (± 0.2)
Hybrid-PB* 74.24 (± 1.0) 57.67 (± 0.4) 50.90 (± 0.1)

Dhouse
target

TAMIS-PB 76.04 (± 5.5) 70.20 (± 4.8) 57.04 (± 4.2)
MAMAMIA-PB 78.54 (± 4.2) 57.34 (± 3.7) 51.74 (± 2.5)
Hybrid-PB 82.14 (± 4.9) 59.86 (± 3.6) 51.70 (± 2.4)
TAMIS-PB* 79.48 (± 4.8) 73.12 (± 4.5) 57.64 (± 3.5)
Hybrid-PB* 86.58 (± 4.0) 62.36 (± 3.4) 51.54 (± 2.3)

but at least 3 times more terms made of other conditionals. Interestingly, graph
recovery is easier when ϵ lowers, due to PrivBayes reducing possible choices.

Membership Inference Metrics of PrivBayes-targeted attacks on Dind
aux and

Dhouse
target are reported in Table 3, excluding high-privacy regimes ϵ ∈ [0.1, 1] for

which no attack achieves significative success due to the strong DP guarantees.
We also excluded balanced accuracy under the calibrated activation regime,
which is of lesser interest as rapidly discussed below. Exhaustive results are
placed in Appendix C. Reported values are the average and standard deviation
of metrics across our 50 replicas. For each setting, we highlight two values in
bold, that are the highest mean value either between TAMIS-PB, MAMAMIA-
PB and Hybrid-PB or between TAMIS-PB* and Hybrid-PB*.

We first compare attacks that are in line with our threat model, namely
TAMIS-PB, Hybrid-PB and MAMAMIA-PB. Results are somewhat ambiva-
lent. On the one hand, when considering the balanced accuracy with simple
activation on either Dind

aux or Dhouse
target, TAMIS-PB achieves the best results of all

methods, save for the lowest-privacy regime ϵ = 1000, where it is the worst.
On the other hand, when considering the AUROC, TAMIS-PB is most often
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the worst method. On Dind
aux, MAMAMIA-PB achieves the best results, followed

by Hybrid-PB that has similar average values but higher variance. On Dhouse
target,

Hybrid-PB and MAMAMIA-PB have similarly good results, while TAMIS-PB is
worse or equal, with lower differences towards the other methods than on Dind

aux.
Next, we compare the TAMIS-PB* and Hybrid-PB* attacks, that are granted

knowledge of the true bayesian network. We retrieve the same ambivalence as
to which attack score is best: Hybrid-PB* has a higher or similar AUROC as
TAMIS-PB*, while it has a markedly lower balanced accuracy using simple ac-
tivation, save for the ϵ = 1000 where it is markedly better. We also observe that
TAMIS-PB* and Hybrid-PB* achieve better performance than the other three
attacks. This again validates the hypothesis that focusing on distributional fea-
tures selected by the SDG is key in crafting efficient attack scores. While is is
unlikely that an attacker would be directly provided knowledge of the bayesian
network structure that generated Dsynth, our results highlight that improving
over our proposed graph recovery method could enable out-performing both the
MAMA-MIA and current TAMIS-PB attacks.

Regarding calibrated activation, we renew the observations made for MST.
On the one hand, this activation is detrimental to the accuracy of predictions
on Dind

aux for all methods. On the other hand, on the specific Dhouse
target setting, it is

markedly beneficial to the accuracy of predictions for MAMA-MIA-like scores
(MAMAMIA-PB and Hybrid-PB) while having very limited impact on TAMIS-
PB, that still achieves better or similar balanced accuracy in most cases.

Factoring all previous results, we conclude that while MAMA-MIA-like scores
seemingly extract more information than TAMIS-PB, as showed by their higher
AUROC, the TAMIS-PB scores are more suitable for prediction in the realistic
setting where the attacker has no additional knowledge to craft decision thresh-
olds beyond the default t = 0.5.

We hypothesize that TAMIS scores underperforming for ϵ = 1000 may be due
to numerical effects of extreme values in ratios of conditionals. Notably, when
attacking a sample that exhibits a combination of attributes unseen in either
Daux or Dsynth, both the MAMA-MIA and TAMIS implementations assign an
arbitrarily-low conditional probability to it, which is bound to result in extreme
ratio values. This is more likely to appear with high ϵ, as parent sets are autho-
rized to have a larger domain size, possibly containing very-rare combinations.
This could probably be addressed by refining the way these cases are handled.

6.3 Cross-targeted attacks

In order to further assess how beneficial it is for attacks to be tailored to the SDG
method, we experimented running MST-targeted attacks against PrivBayes-
generated synthetic data, and conversely. Results are provided in Appendix D.

Overall, cross-targeted attacks under-perform compared with their coun-
terparts. Notably, PrivBayes-targeted attacks have poor results against MST-
generated data. This highlights that using a more complex density estimator
does not necessarily result in more performant attacks, again validating the
value of using a density estimator matching the generating one.
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However, TAMIS-MST achieves good results against PrivBayes, with a higher
or similar balanced accuracy with simple activation than MAMAMIA-PB and
Hybrid-PB for all settings, save for ϵ = 1000. This is remarkable, as TAMIS-MST
requires less attacker knowledge and computational power than MAMA-MIA.

7 Conclusion

In this paper, we have investigated and validated the assumption that tailoring
MIAs on synthetic data to the SDG method was beneficial to attack perfor-
mance, and proposed alternatives to refine both steps of the state-of-the-art
MAMA-MIA attack. The resulting TAMIS attacks were demonstrated to fur-
ther improve the state-of-the-art against MST and PrivBayes on replicas of the
SNAKE challenge, that MAMA-MIA recently won.

Our experiments have shown that recovering the graphical model underly-
ing a synthetic dataset resulted in more successful attacks than gathering more
generic information via shadow modeling. For MST, we were able to propose a
straightforward graph recovery method that achieved perfect accuracy in our ex-
periments, and requires both less computational power and less attacker knowl-
edge than shadow modeling. For PrivBayes, our method only improves over
shadow modeling in terms of computational power, and should be a focus for
improvement in future work.

Our experiments have also shown that our proposed attack scores, which are
more mathematically-grounded than their MAMA-MIA counterpart, produce
more accurate predictions when using a simple sigmoid activation function and
a default decision threshold. We have also shown that methods are not ranked
similarly depending on whether their AUROC or balanced accuracy is consid-
ered. This highlights that there may be a gap between the information contained
in attack scores and that which can instrumented into actual predictions by an
attacker. Future research may help close that gap, either by designing clever
activation and thresholding mechanisms that do not rely on unrealistic attacker
knowledge hypotheses, or by further refining the way how focused statistics are
combined into attack scores that both achieve high AUROC and behave nicely
with simple activation functions.

Finally, while the MAMA-MIA and TAMIS attacks have been designed for
the black-box model threat where the attacker knows which SDG method was
used, we have remarked that the TAMIS-MST attack could in fact be run ag-
nostic to the SDG method. Our experiments on PrivBayes-generated data have
shown that it may be a competitive if not optimal method, and a future research
direction could be to assess the value of that attack in a no-box threat model,
using more diverse datasets, SDG methods and relevant baseline attacks.
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